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e p=7,g=13pxqg=091
ep—1=6,9g—-1=12,¢=T72

Oops! ¢ =12, but 72 would still work
ee=5,d=29

72 x2=144

5 x 29 =145

(145)%72 ==1
e m=15c=m® mod n

= 15° mod 91

c = 759375 mod 91 ; ¢ = 71 Decryption
ed=47,c=T71
e m=c9 mod n

m = 712 mod 91

485838707624806667708811381704053376792688975925323431%91
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RSA

RSA: Example

e p=7,g=13pxqg=091
ep—1=6,9g—-1=12,¢=T72

Oops! ¢ =12, but 72 would still work
ee=5,d=29

72 x2=144

5 x 29 =145

(145)%72 ==1
e m=15c=m® mod n

= 15° mod 91

c = 759375 mod 91 ; ¢ = 71 Decryption
ed=47,c=T71
e m=c9 mod n

m = 712 mod 91

485838707624806667708811381704053376792688975925323431%91
m=15
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Digital signature Attempt 1

@ AIM: Convince everybody that Alice have signed the document
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Is the Scheme secure?

No!

given (n, e) private key of Alice cannot be calculated
given document m, s = m9 could not be guessed.

Problem: forging given my, my as two document, and s;, s> as their
digital signature, one can find the valid signature of my.my as s1.s,

Also the length of the signature is proportional to the size of the
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RSA

Is the Scheme secure?

No!
@ given (n, e) private key of Alice cannot be calculated

d

@ given document m, s = m“ could not be guessed.

@ Problem: forging given my, my as two document, and si, sy as their
digital signature, one can find the valid signature of my.my as s1.s,

@ Also the length of the signature is proportional to the size of the
document

@ slow

What could we do now?
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Outline

@ HASH function
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SHA: Secure Hash Functions

An ldeal Hash function is one which has following properties

@ given f(x) it is impossible to guess x
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SHA: Secure Hash Functions

An ldeal Hash function is one which has following properties
@ given f(x) it is impossible to guess x
@ given x its is impossible to find xy such that f(x;) = f(x2)
e it is impossible to find x1, x2, such that x; # xp and f(x1) = f(x2)

Lets understand by example
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HASH function

Example: Hash Function

Suppose | can see Future. So | can foretell score of tomorrow's IPL's
match.
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SHA: Secure Hash Functions

An Ideal Hash function is one which has following properties
@ given f(x) it is impossible to guess x
@ given x its is impossible to find x2 such that f(x1) = f(x2)
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SHA: Secure Hash Functions

An Ideal Hash function is one which has following properties
@ given f(x) it is impossible to guess x
@ given x its is impossible to find x2 such that f(x1) = f(x2)
@ it is impossible to find x1, x2, such that x; # x» and f(x1) = f(x2)

Difference between 2" and 3@ condition?
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HASH function

Merkle Demgrad Construction

Need of Padding message m?
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