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@ Problem: forging given my, my as two document, and si, sy as their
digital signature, one can find the valid signature of my.my as s1.s,
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document

@ slow

What could we do now?

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 6 /43



SHA: Secure Hash Functions

An Ideal Hash function is one which has following properties

@ given f(x) it is impossible to guess x

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018

743



SHA: Secure Hash Functions

An Ideal Hash function is one which has following properties
@ given f(x) it is impossible to guess x

@ given xj its is impossible to find x2 such that f(x1) = f(x2)

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018

743



SHA: Secure Hash Functions

An Ideal Hash function is one which has following properties
@ given f(x) it is impossible to guess x
@ given xi its is impossible to find x such that f(x1) = f(x2)

@ it is impossible to find x1, x2, such that x; # x» and f(x1) = f(x2)

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 7 /43



Merkle Demgrad Construction

Need of Padding message m?

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 8 /43



Merkle Demgrad Construction

Need of Padding message m?
e m is prefix of PAD(m)

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 8 /43



Merkle Demgrad Construction

Need of Padding message m?
e m is prefix of PAD(m)
o if [my| = |my| then |PAD(my)| = |PAD(my)]

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain

May 22, 2018

8 /43



Merkle Demgrad Construction

Need of Padding message m?
e m is prefix of PAD(m)
o if |[m1| = |my| then |PAD(my)| = |PAD(m>)|
o if [m1| # |my| then the last block of PAD(my) # PAD(my)

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 8 /43



Merkle Demgrad Construction

Need of Padding message m?
e m is prefix of PAD(m)
o if |[m1| = |my| then |PAD(my)| = |PAD(m>)|
o if [m1| # |my| then the last block of PAD(my) # PAD(my)

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 8 /43



Outline

© Hash Functions

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 9 /43



Func:
Hash Function:

Ras Dwivedi (Indian Institute of Technology

| DN RO I R
Introduction to Blockchain

DA
May 22, 2018 10 / 43



Hash Functions

Document integrity

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 11 / 43



Hash Functions

Document integrity

If | have a document "m" and | publish its hash "H(m)"

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 11 / 43



Hash Functions

Document integrity

If | have a document "m" and | publish its hash "H(m)"
Can | change document later?

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 11 / 43



Hash Functions

Document integrity

If | have a document "m" and | publish its hash "H(m)"
Can | change document later?
Can | have two document with same Hash?

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 11 / 43



Hash Functions

Document integrity

If | have a document "m" and | publish its hash "H(m)"
Can | change document later?

Can | have two document with same Hash?

Can | verify a document with incorrect Hash

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 11 / 43



Hash Functions

Document integrity

If | have a document "m" and | publish its hash "H(m)"
Can | change document later?

Can | have two document with same Hash?

Can | verify a document with incorrect Hash

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 11 / 43



Outline

© Digital Signature

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 12 / 43



Digital signature Attempt 1

@ AIM: Convince everybody that Alice have signed the document

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 13 / 43



Digital signature Attempt 1

@ AIM: Convince everybody that Alice have signed the document

@ nobody should be able to forge the document

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018

13 / 43



Digital signature Attempt 1

@ AIM: Convince everybody that Alice have signed the document
@ nobody should be able to forge the document

@ simple pasting a copy of signature do not work

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018

13 / 43



Digital signature Attempt 1

AIM: Convince everybody that Alice have signed the document
nobody should be able to forge the document

simple pasting a copy of signature do not work

IDEA: USE RSA

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 13 / 43



Digital signature Attempt 1

AIM: Convince everybody that Alice have signed the document
nobody should be able to forge the document
simple pasting a copy of signature do not work

IDEA: USE RSA

for document m Alice uses s = m? as her digital signature. To verify,
verifier calculates s€ and ifm = s mod n, signature is genuine

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 13 / 43



Digital signature Attempt 1

@ AIM: Convince everybody that Alice have signed the document

@ nobody should be able to forge the document

@ simple pasting a copy of signature do not work

o IDEA: USE RSA

o for document m Alice uses s = m? as her digital signature. To verify,
verifier calculates s€ and ifm = s mod n, signature is genuine

@ d problem: given s(mj) and s(my) one could calculate s(my.my)

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 13 / 43



Digital Signature: Another try

@ AIM: Convince everybody that Alice have signed the document

@ nobody should be able to forge the document

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018

14 / 43



Digital Signature: Another try

@ AIM: Convince everybody that Alice have signed the document
@ nobody should be able to forge the document
e IDEA: publish hash of document m as h = H(m)

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018

14 / 43



Digital Signature

Digital Signature: Another try

@ AIM: Convince everybody that Alice have signed the document
@ nobody should be able to forge the document

e IDEA: publish hash of document m as h = H(m)

e IDEA: USE RSA

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 14 / 43



Digital Signature: Another try

AIM: Convince everybody that Alice have signed the document
nobody should be able to forge the document

IDEA: publish hash of document m as h = H(m)

IDEA: USE RSA

for document m Alice uses s = h? as her digital signature.

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 14 / 43



Digital Signature: Another try

AIM: Convince everybody that Alice have signed the document
nobody should be able to forge the document

IDEA: publish hash of document m as h = H(m)

IDEA: USE RSA

for document m Alice uses s = h? as her digital signature.

To verify, verifier calculates s€ and ifH(m) = s€ mod n, signature is
genuine

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 14 / 43



Digital Signature: Another try

AIM: Convince everybody that Alice have signed the document
nobody should be able to forge the document

IDEA: publish hash of document m as h = H(m)

IDEA: USE RSA

for document m Alice uses s = h? as her digital signature.

To verify, verifier calculates s€ and ifH(m) = s€ mod n, signature is
genuine

d given s(my) and s(my) one can not calculate s(my;.my)
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Cryptocurrency

Solution: Paper note

Figure: paper note

problem: Paper alone do not have value
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Identity: RSA a quick look

Public key: Known to all

Secret key: known to none

Anybody can use my public key to encrypt the text and only | can
decrypt it

Idea: What if | make Public key as Identity

nobody would know my real identity,but does that really matters?

Anonymity comes for free
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Sybil attack: Where one node have more than one identities
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Proof of Work

@ Limited Resource is your computation power.
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SHA: Secure Hash Functions

An ldeal Hash function f(x): {0,1}™ — {0,1}" is one which has
following properties

@ given f(x) it is impossible to guess x
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Problem 3: update the ledger

@ Ask every node to collect the transactions
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Cryptocurrency

Merkel tree
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Problem 3: update the ledger

@ What if two node are successful?

@ accept the one which has better solution
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Cryptocurrency

Problem 4: how to know your balance

Assume that there is a public ledger

@ It is not practical to maintain each and every account
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Cryptocurrency

Problem 4: how to know your balance

Assume that there is a public ledger
@ It is not practical to maintain each and every account
@ Solution: modify transaction recording to get the balance

@ Suppose: A have to give B Rs. x. Initial balance of A was a and B
was b

@ we record transaction as A — B Rs x
A— ARs a—x

@ Gain: you once you get to this transaction, you would never need to
see previous transactions to get balance of A

Ras Dwivedi (Indian Institute of Technology Introduction to Blockchain May 22, 2018 40 / 43



Problem 5: Double spending

Double spending...
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Double spending

@ We have created blocks and verified them
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A Chain of blocks
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