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Introduction

In the past, services for the (mobile) internet have been rather generic compared to the current trend towards personalizing those same services. The information needed to perform this personalization is commonly referred to as context information. A weather service, for instance, needs to know the area (e.g. town, state, country, continent) that the user is interested in before providing the weather forecast. That might either be the current location of the user or the destination of a business trip which he is undertaking. Relevant context information in this scenario would be the current location in combination with the calendar of the user. More formally expressed: “context is any information that can be used to characterize the situation of an entity. An entity is a person, place, or object that is considered relevant to the interaction between a user and an application, including the user and application themselves.” [Dey 2000]

Each service which requires that information, could ask the user to provide this information each time. Assuming there will be many such services, the user would end up doing nothing but providing information. To avoid this situation, the interaction with the user has to be minimized. That is achieved by retrieving a great deal of context information automatically (e.g. the current location) or asking the user just once and distributing the information to all interested services (e.g. user interests). Research in this area has been done (e.g. Dey 2000) and several other promising architectures and frameworks have been proposed. Additionally, the sensing of that kind of information has been improved so that the technical realization appears to be feasible. 

Context retrieval and usage, however, has not been that widely accepted. Many users have concerns regarding privacy issues. Since any (malicious) service can have access to personal information, users are afraid of that information being misused. Therefore, access to context information has to be restricted and controlled without too much interaction with the user. Rather than asking for permission each time, rules could be introduced that describe a set of condition as to when context information might be released. 

Until now, access to context information was only granted or denied. Often, however, a subset of context information or a less accurate version of some information would be sufficient for a service that is not authorized to receive all the context information. For example, the weather service mentioned above, needs to know what region the user is interested in but it is not required to provide the service with more detailed location information or with the user’s calendar. The exchange of this context information could be done in a place trusted by the user. Like this, the (mistrusted) weather service can be personalized without the user having to reveal too much information.

Structure of the Task

The student would start with an analysis of the current situation of context information in mobile computing and telecommunications. Knowing which parties are involved (e.g. network providers, customers, third party service providers) and the relationships between them (monetary and trust-wise), the student would derive typical scenarios for context retrieval and use. Since the use of context information is not wide spread yet the student will be able to come up with his/her own scenarios that might be beneficial to the personalization of services.

Apart from technical aspects, the work should also consider cultural aspects such as privacy and security. Since context information can be very personal and secret (e.g. location or credit card number), the acceptance of the system by the user has to be ensured.  

Based on the above mentioned scenarios, requirements for future architectures will be derived. As part of the work, a software component would be designed and implemented that would support these concepts and promote a satisfactory balance between minimizing user-interaction while maintaining control on the access of context information using rules as described above.
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