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Abstract:  

Foundation models, massive neural networks trained at great expense, will form the 
backbone of a rapidly growing AI/ML ecosystem. Indeed, foundation models have 
shown impressive capabilities in generalising to a broad range of tasks. I will start with a 
note of optimism (the good) and describe our recent success in tailoring large language 
models (LLMs) for chip design. With few exceptions, however, these models are black-
boxed and only accessible via cloud APIs, with no visibility into training data and training 
scripts. As users, we are expected to trust foundation models with our sensitive data 
and to trust their responses. I argue that there is good reason to be skeptical of 
blackbox foundation models. I will highlight four key concerns, and in some cases, 
mitigations, from the work in my group. These are: (1) data breaches and privacy-
preserving model inference;  (2) security bugs in LLM generated code; (3) malicious 
backdoors; and (4) demographic bias.    
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to that he was in Assistant Professor also in ECE from 2014-2020, and an Assistant 
Professor of ECE at the Unversity of Waterloo from 2010-2014. His research interests 
are in machine learning, cyber-security and computer hardware design. 
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