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Abstract: 

Internet-of-Things frameworks have opened up an ubiquitous sensing-communicating-actuating 
network with information sharing across platforms, blended seamlessly in various areas of modern day-
to-day living. But as with most emerging technologies, innovation comes first, and security is only an 
afterthought in reaction to discovered vulnerabilities. The "smart" devices deployed in IoT frameworks 
usually generate large quantities of security-sensitive data and create an alluring threat surface for an 
attacker to compromise the security and privacy of millions of users. Now, in past decade we have seen 
the growing contribution and success of ML and DL algorithms in every aspect of contemporary works. 
This has also drawn serious attention from the attackers to exploit ML/DL algorithms to find different 
vulnerabilities in security-critical applications, even at device level. 

 

This talk is about sharing few ideas about how hardware security and machine-learning can be 
intertwined together. We will discuss three interesting testcases about a) how ML-based attacks can 
jeopardize security assurance of unconventional hardware root-of-trust primitives, b) how a malicious 
app can launch an ML-based acoustic side-channel attacks on the microphone of a smart mobile device 
and retrieve the whole call history without accessing the contact book, c) On the other hand, how ML-
based analysis can be used as countermeasure against Hardware Trojan insertion in integrated circuits. 
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