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Abstract: 

Security, so far, has been largely a reactive ?eld wherein attackers expose new vulnerabilities, which 
are then patched by defenders. Another problem has been that the solutions have been to a large extent 
one-size-?ts-all. For example, in the case of spam, phishing and malware-containing emails, 
organizations have installed email ?lters, which are typically based on machine learning techniques. 
The problem with machine learning techniques is well-known. They work well when the instance in 
question is similar to the historical data on which they have been trained. Knowing this, the attackers 
constantly change the attack, so that the attacks escape the email ?lters. These new attacks, when they 
reach the inboxes of unsuspecting users, cause havoc, which periodically makes it into the news 
headlines, but most often is kept under wraps by companies worried about their reputations. This talk 
will discuss how to change the playing field. We take a multipronged approach that is proactive rather 
than reactive. We conclude with other cybersecurity topics being researched in the ReDAS Laboratory 
at the university of Houston. 
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