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Abstract:

The scope and usage of smart devices are expanding day by day in our everyday life and hence the need
to make them more secure. In the near future, we may need to authenticate emerging smart devices
such as electronic doors, exercise equipment, power tools, medical devices, and smart TV remote
control. Recent research trend focuses on developing new behavioral biometric-based methods to
authenticate these smart devices and there is an increase in brain wave and hand gesture-based
authentication systems and 10T applications

This talk will focus on the user’s sensitive information leakage through their hand movements patterns
while they interact with their devices. The talk will introduce the threat model utilizing the video and
motion sensor-based side channels to steal the user’s sensitive information exploiting the users’ hand
movements patterns. | will present algorithms and methods to learn the user’s pin, password, and brain
wave patterns. My talk will also include novel, low effort authentication systems that utilizes the user’s
unique hand gestures and provides enhanced security.
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