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Abstract:

As digital manipulation techniques get better, it is becoming increasingly difficult to distinguish between
real and fake data. Being able to model the real world and generate realistic data has many exciting
applications. However, it poses a serious challenge when such data is generated by malicious actors with
an intent to deceive the user (or the computer system) into believing that the fake data being generated
is real. While such attacks on images have garnered much attention, they span across media types
including speech & audio, text and, finally, fake news. To counter these attacks, intensive efforts have
been undertaken by the ML community to generate effective defense strategies which malicious
adversaries, in turn, seek to circumvent. This has led to a virtual arms race.

In this talk, | will provide an overview of the recent efforts in my group at Verisk. We have focused on
developing algorithms to defend against expert manipulation of images as well as adversarial attacks that
can bypass such defenses. Most of this work is hot off the press and under review at various conferences.
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