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The goal of this work is to detect malware (anomaly) in an unsupervised way. The algorithm
exhibits a high detection rate and a low false positive rate where the input data, which is
called the training data, is arranged as a kernel matrix. The distances among the kernel
entries are measured as Wasserstein distances also called Earth Mover's Distance. The
malware detection is based on embedding the kernel matrix into a lower dimensional space
represented by a manifold. Then, a newly arrived multidimensional data point, which did
not participate in the training data and is embedded into the lower dimensional space, is
classified as normal or anomaly if it lies in the manifold or deviate from it, respectively. The
embedded space is determined by the eigenvalues and eigenvectors of the kernel matrix.
Kernel matrices are huge since their sizes are determined by the size of the training data.
The performance of the embedding is determined by the decay of the eigenvalues of the
kernel matrix which is usually huge. The focus in this paper is to use numerical linear algebra
with randomized algorithms for kernel computation by SVD decomposition. Therefore, this
paper describes several methods, which are based on SVD-based low rank matrix
decomposition, to approximate efficiently the kernel. In addition, inherent parallelism in the
algorithms are uncovered and they enable to port the computation into several GPUs to
achieve substantial speedup. The outcomes of the algorithms are presented as ROC graphs
that show their dependencies between true positive and false positive rates. The
performances of the algorithms in this paper are evaluated from the applications of
anomalies (malwares) detections algorithms to monitored processes in a computer.

* Work done with Tatiana Osokin, Gil Shabat
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